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Optiv Cybersecurity

Education elLearning Catalog

Addressing Every Organization’s Need for Training and Awareness

It can be easy to turn to technology to defend against the latest threat vectors, but no product can solve for the human element. Optiv's
Cybersecurity Education eLearning catalog offers learning content targeted at the human behavior aspect of risk that could damage or
disrupt your core business and that aligns with your organization’s culture and unique business objectives.

Optiv Solutions

Just-In-Time Microlearning (40+ Courses)

( |:’_| Optiv's SecurityBytes microlearning courses are designed to provide just-in-time training when an end user fails a simulated
phishing campaign or anytime brief bursts of training are appropriate. These courses, only available with Optiv-hosted
engagements, are comprised of 1-3 minutes of content followed by a three-question quiz.

O General End-User Education (100+ Courses)

EE Optiv’s general end-user awareness training courses arm employees with the knowledge and skills needed to protect your
organization and themselves. This collection offers a variety of course styles that explain common threats, encourage secure
behaviors and resonate across diverse organizational cultures.

Styles Topics Include

« Real-world scenarios « Social engineering « Data security and privacy « Digital hygiene
» Microlearning « Phishing and email « Account security « Alusage

« Learning games security « Malware « Shadow IT

— Role-Based and Compliance Education (50+ Courses)

1 Optivsrole-based awareness training aligns with common compliance-related training obligations and security concerns
associated with specific responsibilities or positions within organizations.

Business Stakeholders IT and Security Regulatory

« Board of directors and executives « Users with privileged access « Data privacy

« Processimprovement teams « Threat and vulnerability « Information protection
« Marketing, human resources, finance management « Payment Card Industry

Developer Education (45+ Courses)
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_J]ﬂl]ﬂ_ Optiv's developer courses provide advanced, focused training on specific security concerns related to the development of
applications, websites and APIs. This course library offers training specific to commonly used programming languages as well as
language-agnostic topics.

OWASP Application Security Secure Coding
« Web, API and Mobile Top 10 « Common threats and attacks « .NET/Java/Python best practices
« Proactive controls « Vulnerability prevention « Web3.0

How We Do It

With the evolving threat landscape, annual training driven by compliance requirements is no longer enough. Each employee is a
component of your defensive posture, and Optiv Cybersecurity Education programs address areas of need while engaging users to
embrace meaningful behavior change.



Customer Profile

Consulting industry,
2,500 employees globally

¢ Bi-annual security awareness
training for all employees

Scope

Client was relying on instructors to deliver
security awareness training during new
hire onboarding, which led to inconsistent
messaging. Client did not have internal
team that could develop training for the
entire employee base. When users failed
phishing campaigns, they would land on a
training page, but only spend a few
seconds there. Stakeholders felt this
wasn't effective enough to reinforce the
secure behavior desired.

The Optiv Advantage
Why Clients Choose Optiv

e Security awareness
training for new employees
within first 30 days

Benefits of eLearning format for security awareness training

o Flexibility and accessibility allow
users to learn anytime, anywhere

9 Implementation is faster and more
cost-effective than face-to-face
facilitation

e Interactivity, simulation and
gamification increases
engagement with content

Desired Outcomes

Solution

Client licensed Optiv’s Total Tier content
for all employees, where employees were
able to self-enroll in courses to further
their understanding of basic security
awareness practices and had access to
cybersecurity training for business
stakeholders and users with privileged
access. The client also leveraged Optiv’s
New Hire Security Awareness course and
customized courses for bi-annual security

awareness training.

e Annual role-based training
for users that handle data

¢ Alibrary of training for
users to self-enroll in for
professional development

o Easier scalability and messaging
consistency

e Real-time feedback and

assessment

e Just-in-time training for
employees that failed
phishing campaigns

Client Benefits

Client was able to use meaningful,
consistent and engaging training content
to reinforce security awareness within their
organization and meet various compliance
requirements. The consistent messaging
during onboarding also led to a decrease
in the phishing click rate of new employees
during their first 90 days of employment.

Optiv is the proven strategic partner for secure business transformation. We earn our clients’ trust by providing data-driven, expert
recommendations for their security programs. Working with the best cyber technology on the market provides Optiv with the insights to
identify gaps and advise our clients on the best investments for their unique business challenges.

Secure greatness’
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Optiv Global Headquarters
1144 15th Street, Suite 2900
Denver, CO 80202

Optiv is the cyber advisory and solutions leader, delivering strategic and technical expertise to nearly 6,000 companies
across every major industry. We partner with organizations to advise, deploy and operate complete cybersecurity
programs from strategy and managed security services to risk, integration and technology solutions. With clients at the
center of our unmatched ecosystem of people, products, partners and programs, we accelerate business progress like
no other company can. At Optiv, we manage cyber risk so you can secure your full potential. For more information,

visit www.optiv.com.

800.574.0896 | optiv.com
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